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ABSTRACT 
 

Nowadays data security of each and every technology is a tedious task. We have crossed 

all the limits of what a classical computer can do. We need an advanced computing like 

quantum computing to achieve this security. A technology like big data has a big challenge 

at hand that is to provide security to it. In this paper, we have discussed how creating a big 

data using quantum computer is beneficial to both its working and security. As a quantum 

computer allow its qubit to have not only 2 but 3 states, that is 0,1 and both 0&1. The third 

state is a huge plus point for efficient working of a big data. Using superposition and 

quantum parallelism concept processing of a big data is much efficient in both time and 

work done. At present, we provide security to a technology by securing the transmission 

channels but now using the concept of quantum key distribution (QKD). So QKD encodes 

the data in forms of keys and if anyone attempts to crack it will be immediately noticed 

and keys will be changed. The challenges we faced and various techniques we tried are 

also highlighted. 
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1. INTRODUCTION 

Today we have pushed classical computer to its maximum limit, but we still have many technologies that has to be 

implemented. Till now we did Big data using classical computing, but it is not efficient for our needs. Here is where the era of 

Quantum computing starts. Quantum computing is a high-end computing process which provides great technology for complex 

process of a Big data. Around ninety percent of the implemented Big data can be solved using Quantum computing. Major issues 

of big data that we are dealing here are, one is its security and two is its data searching technique. 

 

A Quantum computer is a device which does quantum computing. This computer works on principles of quantum mechanics. 

Unlike classical computer where it uses bits i.e. 0 and 1, a quantum computer uses qubits which offers three states i.e. 0,1 and 

most important combination of both 0 and 1. This third state of the qubit provides huge opportunities for all technical excellence 

we need today.  This paper is about data searching technique and data security to big data. In data searching technique of Big 

data, we solved major challenge to find and analyze pattern within such large data using quantum superposition and quantum 

parallelism. In its challenge of data security and privacy, we achieved it by implementing quantum key distribution. 

 

 

1.1 QUANTUM COMPUTATION 

A technology of quantum computers is also very different. For operation, quantum computer uses quantum bits (qubits). 

Qubit has a quaternary nature. Quantum mechanics laws are completely different from the laws of a classical physics. A qubit 

can exist not only in the states corresponding to the logical values 0 or 1 as in the case of a classical bit, but also in a 

superposition state.  The memory of a classical computer is a string of 0s and 1s, and it can perform calculations on only one set 

of numbers simultaneously. The memory of a quantum computer is a quantum state that can be a superposition of different 

numbers. A quantum computer can do an arbitrary reversible classical computation on all the numbers simultaneously. 

Performing a computation on many different numbers at the same time and then interfering all the results to get a single answer, 

makes a quantum computer much powerful than a classical one.  Quantum computer with n qubits gives 2
n
superposition states. 

Each state would be classically equivalent to a single list of n 1's and 0's. Such computer could operate on 2
n
states 

simultaneously. A quantum computer is incredibly difficult to understand, and even harder to build; despite some companies 

claiming they have created quantum computers, there is still disagreement over whether quantum computing is even possible. A 

quantum computer cannot be operated separately. A classical computer gives the input in the for of 0’s and 1’s, then the quantum 

computer does the calculations as required using qubits. The output is again given to classical computer. Hence the quantum 

computer always works with classical computer. 

 

 

1.2 ENTANGALMENT 

The quantum entanglement is the process in which the atoms are entangled in such a way that without interference of 

the outer world the one atom spins in one direction, the rest will be spin in some direction which can be mathematically related to 

each other. The data can be sent securely with help of this and superposition. Entanglement is an extremely strong correlation 

that exists between two or more quantum particles. So, strong, in fact, that the quantum particles are inextricably linked in 

perfect unison, even if separated by great distances. 

 

1.3 QUANTUM SUPERPOSITION 

A classical bit that can only be in the state corresponding to 0 or 1, a qubit may be in a superposition of both states. This 

means that the probabilities of measuring 0 or 1 for a qubit are in general neither 0.0 nor 1.0, and multiple measurements made 

on qubits in identical states will not always give the same result. The classical computer with two bits can be represented in four 

states i.e. 00, 01, 10 and 11 each at a time. But a Quantum computer with two bits can represent all the above states 

simultaneously. Hence if the number of qubits (bits) increases then the number of quantum superposition increases 

exponentially. So technically a superposition is combination of all possibilities of those states.  At the quantum scale, particles 

can also be thought of as waves. Particles can exist in different states, for example they can be in different positions, have 

different energies or be moving at different speeds. The particles are thought of as existing across all the possible states at the 

same time. It’s a bit like lots of waves overlapping each other. This situation is known as a superposition of states. 

 

The principle of quantum superposition states that if a physical system may be in one of many configurations, arrangements of 

particles or fields, then the most general state is a combination of all of these possibilities, where the amount in each 

configuration is specified by a complex number 

 

1.4 QUANTUM PARALLELISM 
Quantum parallelism arises from the ability of a quantum memory register to exist in a superposition of base states.The 

quantum parallelism is developed by the principle of superposition.The atoms are travelling in different direction and routes in a 

macroscopic world.The basic idea is that the computer should perform multiple calculation simultaneouslyusing these atoms. 
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Consider each qubit of superposition as a single argument to a function. A function performed once on the register in a 

superposition of states. It means that it is performed on each of the qubits of the superposition. Since the number of possible 

states is 2
n
 where n is the number of qubits in the quantum register, we can perform it in one operation on a quantum computer 

what would take an exponential number of operations on a classical computer. A n bit quantum register contains a superposition 

of each of its 2
n
 possible base states. We represent this by an array of 2

n
 complex numbers which are probabilities of measuring 

the quantum register to be the corresponding base state.  

 

2. DATA SEARCHING TECHNIQUE 
In data searching technique of Big data, the major challenge is to find and analyse pattern within such large data.When 

we use classical computing for the above, a lot of steps has to be executed for its result. Consider thatwe have n number of data 

and one of the data is required. So,the query will know which one is marked. Aquery will give YES or NO i.e. single bit answers 

to all the questions asked. The challenge is to find out which item is marked with the minimum number of questions to the query. 

A classical computer will take around of log2 Nquery steps, which is a huge time in a computing world. This is a big drawback in 

data searching.   

 

An easy way to overcome this drawback is by using quantum superposition. Because it can search more than one element at the 

same time, a quantum algorithm can search through a list much more quickly than an algorithm limited by the plodding pace of 

classical physics. The above is only possible by quantum computer. Considering each query as a qubit. We will get the query 

from the user or processor. Then those n queries will use n qubit. The data to be searched is got. Now the searching data is 

marked. We will now superposition of all those qubits to arrive to the marked data. Since the number of possible states is 

2
n
 where n is the number of qubits in the quantum register, we can perform it in one operation on a quantum computer what 

would take an exponential number of operations on a classical computer.  

 

 

3. QUANTUM KEY DISTRIBUTION (QKD) 

QKD uses quantum computing to exchange secret information such as a cryptographic key, which can then be used to 

encrypt messages that are being communicated over an insecure channel. The security of QKD relies on fundamental laws of 

nature, they are invulnerable to increase computational power.QKD effectively addresses the challenges confronting classic key 

distribution approaches, by providing a provably secure cryptographic building block for remote parties to share cryptographic 

keys.  

 

Types: 

 Discrete variable QKD 

 encodes quantum information in discrete variables  

 uses single photon detectors to measure the received quantum states.   

 Continuous-variable QKD   

 the quantum information is encoded  

 using the amplitude and phase quadrature of a coherent laser, and can then be measured by the receiver using homodyne 

detectors.  

Both the types are proven to be information secure. 

 

4. ENCRYPTION 
Encryption is an essential part of data security. It provides a fundamental layer of protection that shields confidential data 

from exposure to attacks. It is needed to protect information transferred across telecommunications networks, as well as residing 

in files and databases.  

 

The quantum state of this system can contain all positions of spins of each particle. The total spin of the system can only be equal 

to certain discrete values with different probabilities. Measurements of total spin of certain quantum systems showed that 

positions of spins of some particle are not independent from others. We are trying to transmit the data with encryption in such a 

way that if a hacker gets the information then the sender and receiver will be notified. 

 

5. DATA SECURITY 

 Till today we have been working on data security. We have created many secure transmission channels, but now using 

quantum computer we no need secure transmission channels, here it is QKD uses photonsto encode data in qubits, or quantum 

bits. The qubits are transmitted to a sender and recipient as an encryption key. QKD's whole purpose rests on quantum 

indeterminacy, which states that measuring something affects its original state. In the case of QKD, measuring photonic qubits 

affects their encoding, which allows the sender and recipient to immediately known if a hacker is trying to crack their quantum 

encryption key.  
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5.1 WORKING: 

The security of QKD is based on a fundamental characteristic of quantum mechanics. 

The act of measuring a quantum system disturbs the system. Thus, the sender and recipient to immediately known if a hacker is 

trying to crack their quantum encryption key.The legitimate exchanging parties can decide either to discard the corrupted 

information, or reduce the information available to the hacker. 

A QKD implementation typically includes the following components:  

 a fiber quantum channel to send quantum states of light between transmitter and the receiver. The channel need not be 

secure. 

 A public communication link to perform post processing steps and secret key. 

 A key exchange protocol, to ensure security by detecting the hacker by calculating the amount of information intercepted or 

lost. 

QKD transmission is theoretically not hackable because it utilizes quantum uncertainty in data transmission: If an attacker even 

tries to read the encryption key it will change its state, notifying the sender and recipient that they're under attack. 

 

 

6.SOME QUANTUM COMPUTING DEVELOPMENTS 

 

s.no Development  Computation decomposed to 

1  Quantum gate array sequence of few-qubit quantum gates 

2 One way quantum array 

sequence of one-qubit measurements applied to a highly entangled initial state or 

cluster state 

3 Adiabatic quantum computer transformation of an initial Hamiltonian into a final Hamiltonian 

4 Topological quantum computer braiding of anyons in a 2D lattice 

 

REFERENCE: 

[1]. Tufts University -Zach Kirsch Mentor: Ming Chow 

[2]. Quantum Computing: The Risk to Existing Encryption Methods  

[3]. Matthew Hayward – quantum computing, shor’s algorithm, parallelism 

[4]. Cloud security alliance- quantum safe security working group 

[5]. Nilesh BARDE, Deepak THAKUR, Pranav BARDAPURKAR
 
and Sanjaykumar DALVI, Consequences and Limitations of 

Conventional Computers and their Solutions through Quantum Computers  

 

AUTHORS BIOGRAPHY  

 
 

 

SHAMA M  

CSE 2
ND

 YEAR  

Sona College of Technology 

Salem 

A KUNGUMASWETHA 

CSE 2
ND

 YEAR  

Sona College of Technology 

Salem 

 


